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SYNOPSIS

A resolution has been prepared for the approval of a Council Policy Statement pertaining to Credit Card
Payments.
FISCAL IMPACT

N/A

RECOMMENDATION

Approval.

BACKGROUND

The City would like to start accepting credit card payments at City Hall, the Recreation Department and the
Library. The City currently accepts credit card payments at the La Vista Falls Golf Course. First National
Merchant Solutions (FNMS) will be the processer for the credit card payments at City Hall, the Recreation
Department and the Library. FNMS has the state bid for credit card processing.
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RESOLUTION NO.

A RESOLUTION OF THE MAYOR AND CITY COUNCIL OF THE CITY OF LA VISTA,
NEBRASKA APPROVING A COUNCIL POLICY STATEMENT PERTAINING TO CREDIT CARD
PAYMENTS TO THE CITY; AND PROVIDING FOR AN EFFECTIVE DATE.

WHEREAS, the City Council has determined that it is necessary and desirable to create
Council Policy Statements as a means of establishing guidelines and direction to
the members of the City Council and to the city administration in regard to
various issues which regularly occur; and

WHEREAS, a recommendation by the Finance Director to the City Administrator, in
consultation with staff, has been made regarding procedures pertaining to Credit
Card Payments

NOW, THEREFORE, BE IT RESOLVED, that the Mayor and City Council of La Vista, Nebraska, do
hereby approve the Council Policy Statement pertaining to Credit Card Payments
to the City and do further hereby direct the distribution of said Council Policy
Statement to the appropriate City Departments.

PASSED AND APPROVED THIS 2ND DAY OF NOVEMBER, 2010.
CITY OF LA VISTA

Douglas Kindig, Mayor

ATTEST:

Pamela A. Buethe, CMC
City Clerk
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CITY OF LA VISTA

COUNCIL POLICY STATEMENT
5 v s s s s e R e e e S ]
ACCEPTING AND HANDLING CREDIT CARD PAYMENTS

Issued: November 2, 2010
Resolution No. xx-xxxx

The purpose of this document is to establish policies and procedures for the proper handling of
credit card transactions processed through automated systems and/or manual procedures. It is
intended for:

e Any individual that accepts, captutes, stores, transmits and/or processes credit payments
received for the purchase of City of La Vista products and services.

e Any individual who supports any City of La Vista effort to accept, capture, store,
transmit and/or process credit card information, such as a technical support staff
member whose role gives him or her access to computer hardware and software holding
credit card information, individuals tasked with shredding credit card information, etc.

This policy and the accompanying standard operations policy are intended to ensutre that credit
card information is handled and disposed of in a manner that satisfies the City of La Vista’s
obligation to protect such information to the level that meets or exceeds that required by the
Payment Card Industry. Since any unauthorized exposure of credit information could subject the
City of La Vista to teputational damage and significant penalties, failure to comply with the
policy contained within this document will be considered a serious mattet.

The City of La Vista is committed to complying fully with the expectations specified by the
Payment Card Industty in its Data Security Standard (PCI-DSS). Compliance by the City of La
Vista requites that:

1. PCI-DSS compliance is mandatory for any department that accepts, captures, stores,
transmits and/or processes credit card information.

2. Only authorized and propetly trained individuals may accept and/or access credit card
information.

3. Credit card payments may only be accepted by previously approved methods as outline in the
Standard Operation Policy governing the accepting and handling of credit card payments.

4. Each person who has access to credit card information is responsible for protecting the
information.

5. Credit card information must be destroyed as soon as it is no longer necessary.

6. Departments must maintain approptiate checks and balances in the handling of credit card
mnformation.




7. Each department that handles credit card information must have documented procedures for
complying with this policy and PCI-DSS.

8. Suspected theft of credit card information must be reported immediately to the Department
Head.

The City of La Vista’s operating procedures in suppott of the above principles ate outlined as a
Standard Operation Policy.

Violations of this policy and/or the supporting Standard Operation Policy may result in the
following for the Department and/or the employee involved: discontinuance of the practice of
accepting credit cards, loss of computer or network access ptivileges, disciplinary action,
suspension, tetmination of employment and/or legal action.




